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ABSTRACT

Currently there are serious problems with organizational abilities to plan the response to emergencies. This paper
presents a fundamental premise that the use of a game employing competing human teams operating on a continuous
asynchronous basis over long periods of time is the way to develop high confidence emergency plans within a given
organization.

INTRODUCTION

As emergencies become more frequent in organizations and society as a whole we begin to realize that the approach
to planning has become extremely superficial. A group of high level managers or executives get together for a once
a month meeting and submit pieces of plans prepared by their staffs and the group spends maybe a half day a month
pasting the pieces together. This plan by committee is just one of many different committee activities that these
individuals are engaged in and there is often little participation by those that end up having to execute the plans. In
addition, many factors that should be considered are often ignored due to a lack of experience of those planning the
details of the emergencies they are dealing with. This is not the way planning is done in those companies that deal
with carrying technological products from R&D to development. However, it does seem to be the approach for
emergency planning in a lot of governmental organizations, and especially for those concerns that cut across
different agencies, types of governments, and external organizations.

An excellent example is the recent evacuation fiascos in Louisiana and Texas. There was no consideration in the
planning of the human behavioral factors that were to determine the outcomes and the necessity to consider
exception occurrences to the smooth regular flow of vehicles out of the danger zone. The ignored factors started
with a lack of drivers for buses who were more concerned with getting their families to safety, especially since they
could not be included in the buses. The lack of planning for the families of all classes of emergency workers in a
major evacuation was not something ever considered by the planners. What happened in Louisiana led people in
Texas to have little faith in their government and the assumption that the government could direct sections of a
metropolitan area to a phased evacuation completely fell apart as a great many people decided they had to leave as
soon as possible to avoid what had happened in Louisiana.

Many people have misleading biases about the behavior of individuals and groups in crisis situations, which lead to
unfortunate assumptions for emergency plans. Most groups involved in an emergency situation never panic but the
assumption of panic is what seems to justify misleading calming statements to the public rather than frank
assessments of the situation. As the public detects a less than open communication from the leadership it is far less
likely to follow suggestions and much more likely to act on its own intuitions for survival. For example, while some
may loot stores for gain, much of the looting that occurred in New Orleans was for supplies locked up in stores that
were needed for survival. In a real local emergency government powers should be used to requisition local supplies
when they are the only ones immediately available.

A lot of publicity is given to the training exercises where people play the role of casualties and there are a lot of
impressive photos taken of what seems like real execution of plans. Too often these seem designed to make a public
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showpiece rather than to test the effectiveness of an underlying plan. One feels that all the players have a scorecard
to indicate exactly what is going to occur and that real surprises to test the plan are few and far between. For the
testing of limited objectives such as improving triage decision making, these exercises might be very useful, but they
hardly ever seem designed to test the underlying plan for its degree of flexibility in responding to exception
situations.

It sometimes seems that emergency plans are being designed like Information Systems where no exceptions are
allowed to assumptions of perfect data and external situations where nothing deviates from the assumption of a
perfect plan. In the real world we know that anywhere from a third to two thirds of commercial software is designed
to handle exceptions.

True emergency plans are not a set of goals, which are usually fairly obvious. Instead they are both offense and
defense scenarios constructed from a set of potential events woven into a story, with assessments of possible
outcomes of interaction between possible offense and defense events. The events are defined by the roles and
talents of the people and organizations that must be involved, the actions that are taken, and the physical resources
needed. Defense plans without offense plans are largely meaningless. In essence a comprehensive risk analysis is
the foundation of an emergency plan.

Scenarios are actually a very common approach to planning in highly unpredictable situations such as mergers and
acquisitions and other areas that require normative types of forecasting and assessment (foresight in today's
terminology) (Clemons 1995, Coates 2000, Duncan and Wack 1994, Gausemeier, Fink, and Schlake 1998, Godet
2000, Schoeffler 1955). They are also useful in developing requirements for information systems and designing
prototypes. Scenario gaming has also been proposed as a component of Group Decision Support Systems (Mayer
and DeJong, 2004).

THE ROLE OF GAMING

Many people in Emergency Preparedness see games as training tools and it is certainly true that this is a useful and
popular objective. However training can only be effective if it is based on viable and quality plans. The real issue is
how one develops meaningful plans. The view here is that even games for training must evolve from plans that
emphasize the following properties:

e They are based upon realism with respect to the behavior of both individuals and organizations.

e They are based upon threats that are innovative and able to stress the best of defense plans.

e They have to be designed to encourage cooperation and improvisation among those that will actually carry
out the plans in a real emergency.

e Planning itself is viewed as a continuous process among individuals representing all the many agencies and
entities that will be involved in responding to the emergency.

The approach to this being taken by the NJIT effort in gaming (Turoff et al 2006) is to borrow some concepts from
military gaming and simulation in terms of developing opposing plans by competing virtual teams of individuals
(Benson et al 1998, Hammond, 2001, Hutchins et al 1998, Wilson 2001). A process based on offense and defense
plans developed by two opposing teams is the best way to produce truly innovative and comprehensive plans. This
type of approach can be applied to large variety of situations.

e  Terrorist attacks on specific facilities such as chemical plants or nuclear plants.

e A disaster (hurricane, flood, earthquake) in a specific geographical area where the offense is a team
representing "mother nature" and which can create specific impacts such as what areas are flooded, what
roads are blocked, what buildings have collapsed, etc.

e A competitor of a company introducing a new product competing with the defending company's product in
a specific marketplace.

Practically any type of emergency can be examined by creating two opposing human teams made up of individuals
who have some degree of expertise in exploring the particular circumstance for the given competitive involvement.

There are many possible uses for the plans that are evolved, which are illustrated in figure 1 on the "spectrum of
competitive planning." Once an offense or defense plan has been created and provides a well defined and specified
scenario, it is possible to develop a "canned" event driven automated enactment for that particular plan. It then
becomes possible to have an automated offense played against a human defense team, or an automated defense plan
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played against a human offense. Playing an automated offense against human defense carrying out the prescribed
defense it is a way of training novice defense players in the nature of the defense plan. When we play an automated
defense plan against a knowledgeable human offense team we can stress the plan and expose further difficulties that
had not been considered before. This serves the very different purposes of stress testing and training. Finally, if we
can make decent outcome estimates of the stochastic interactions between the canned offense and defense plans we
can go further and initiate a Monte Carlo type simulation to estimate the span of sensitivity and most probably risk
outcomes of the opposing plans. This becomes very important for assessment of investing further resources to
improve the desired likelihood of positive outcomes.

Offense Defense Planning | Human Offense Computer Offense
(Hegelian approach)

Human Defense Plan Improvement by experts Training for learners
(Non-zero sum competitive game)

Computer Defense Stress testing of plan details by Simulation for sensitivity and risk
experts assessment based upon probabilistic
factors

Figure 1: Spectrum of Gaming as Planning for Emergencies

The nature of analysis of the interaction between the opposing plans created by the human teams is a judgment made
by an expert or team of experts. However, it is traditionally very dependent upon the degree of optimism or
pessimism that is adopted about each of the opposing sides, see figure 2. Mixing pessimism and optimism leads to
conservative but costly positions. What is desirable for planning purposes is to allow a certain degree of optimism
on both sides. Classically this led to armaments spirals in the era of the cold war. However, our choice for
maintaining realism and reasonableness is to impose resource constraints on both sides of the game. This keeps the
plans within meaningful boundaries.

It is difficult to apply this in the natural disaster area since nature's resources to create disasters seem to be growing
at a more rapid rate today than the human resources available to counter them! In an actual situation, however, one
might provide the offense with specific limits like the size of the hurricane or the inches of rainfall in a given area.
For competitive products it is quite easy to provide both teams with the same level of research and development
resources to carry out the development of the competing product.

Assumptions Offense Pessimistic Offense Optimistic
Defense Pessimistic[Stupid for both Safe and costly for defense (defense conservative)
Peace is best!!! Stupid for offense

Defense Optimistic [Safe and costly for offense  |Armaments spiral usually results

offense conservative . .
( ) Realism through resource constraints

Stupid for defense

Figure 2: Optimistic vs. Pessimistic Range

What ever mistakes are made in designing a plan are extremely costly in the real emergency because they determine
the initial resources available and the initial sequence of actions taken. Such mistakes often include the omission of
things not considered

CURRENT EFFORTS

In prior work (Turoff et al 2004) it was pointed out that scenarios of events need to be integrated into operational
emergency response information systems as a fundamental metaphor for the design of interaction. Here the reasons
are put forth why a gaming approach is needed as an integral part of on going emergency preparedness planning
system. Currently a commercial conferencing system (i.e. WebBoard) is being utilized as a medium to allow
competing virtual teams to operate continuously and asynchronously in their individual private conferences. The
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game is well described in a recent publication (Turoff et al 2006) but figure 3 provides an overview of the teams
involved and the transfer of materials between the teams.

Most important is the fact that the people involved in the game can carry out the process over extended periods of
time in a continuous process. The actual involvement might only be a few hours a week per person, depending on
the time commitments to other responsibilities. However, a few hours a week by every individual would probably
allow a monthly cycle in the development of new versions of a plan. The introduction of the ability for each
competing team to make requests for added resources creates an opportunity for any team to improve its current
version of its plan. The incentive to do this is based upon the intelligence they are leaked from the results of the
opposing plan. Furthermore, they have to convince the "judges" that their new resources would make a significant
improvement in their current plan. Each team also incorporates a support team for gathering intelligence and public
information the objective of the given team. The following structure has evolved from two separate trials of the
game (Yao et al 2004, Hendela et al 2006).

Defense Offense
Leak Leak
r r
Offense P | Defense
Intelligence - Intelligence
Team Team
ry Public F Y
Defense
r Flan r
M Assessment ry Assessment
y + r
Offense - - Defense
i T eam * Resource - Team l
Fequests *
r .
Confidential
Threat Defense Plan
Scenario
v ¥ Y
Evalunation
Fesource - Group .| Resource
Decisions e Drecisions
[y Y
b J
Leaks

Figure 3: Current structure of the game

As one observes there are actually five different teams and the function of offense is the mirror image of that of the
defense. The only significant difference between the two is that the defense has both a public defense plan and a
confidential one. This was felt to be a realistic reflection of the real world situation in most cases. The changes that

have been made to the structure proposed earlier has resulted from our prototyping trials (Yao et al, 2005, Hendela,
et al 2006)

We based our design for an emergency preparedness planning game on some concepts and ideas from the Delphi
Method (the Policy Delphi structure in Linstone and Turoff 1975) to set up competing teams to evolve and improve
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scenario plans for both the offense and the defense. In the literature on establishing the degree of validity or the
evidence for a scientific finding there is one philosophical scientific approach that has considerable merit in the
crisis planning process. This is the Hegelian Inquiry Process as characterized by (Churchman 1971, Linstone and
Turoff 1975, Mitroff and Turoff 1975). In this process two opposing worldviews are created (Hegelian binary
opposites) that are constructed to be the most extreme opposites. These two views about the future are then
compared with the expectation that a collaborative group can reach a consensus on a synergistic combination that
represents an improvement over either extreme view. This latter outcome is not guaranteed by the process. In
military planning for defense a version of this process is the creation of a “defense conservative (pessimistic)” plan
and an opposing “offense optimistic” plan. Wherever there is a choice for the defense one assumes the existence of
Murphy’s Law, and every benefit of the doubt about offensive capabilities is assumed for the offense. Then one
compares the two plans for defense and offense to expose the most serious weaknesses for correction. For
motivation purposes in the game we have used the resource constraints to allow a degree of optimism for both sides
of the game.

There has been very little study of the use of asynchronous communications to carry out learning games (Hsu 1989,
Worrel et al 1995). However we do know that the development and creation of scenarios are a stimulant for
reflective thinking and that conflicting ideas and paradoxes do stimulate creativity in some situations (Go and
Carroll 2004). Our current effort focuses on providing a data structure that will make it much easier for the
participants to gather their contributions, compare, and reflect on their scenarios and plans to try to better match
them to the intelligence information being provided. This is consistent with our long term efforts at NJIT in
structured asynchronous group communication processes for dealing with complex problems (Hiltz et al 2005). In
the gaming area and in the associated area of complex collaborative modeling, there is still much to be done for
Computer Mediated Communications systems to meet their long term promise of providing Collective Intelligence
capabilities for groups (Hiltz et al 1986).

We hope in later versions of the game to include the type of online collaborative policy analysis Delphi software that
we have evolved for large groups. That system allows a group to build lists of items (e.g. goals, criteria, tasks, etc),
discuss them, and vote on individual items as part of a dynamic and evolving discussion guided by the current votes
and dynamic vote changes taking place (Turoff, Hiltz, et al 2004). This would make the convergence process of
teams a lot more efficient but such software is not a common commercial product yet. The development effort
beyond the basic system will be the addition of such virtual team software for training as well as for professional
utilization.

We are currently working on a database to support a content structure for the details of specifying plans as it
becomes difficult for the players to track all the details created in the basic discussion threads. The same content
structure will allow an easy conversion of either of the resulting plans into a component of an event driven scenario
for the prior mentioned applications of training or stress testing.

OBSERVATIONS

Everyone would like an emergency organization to be an HRO (High Reliability Organization). An HRO is a bit
like the elephant in terms of the very different views that exists in the literature about what it is, in terms of
individual, group or team, organization, and system (Staw et al 1981, Perrow, 1984, 1986, Gladstein and Reilly
1985, Weick 1987, Clarke and Short Jr. 1993, Grimaldi 2002, Van den Eede et al 2004 2005, Day and Schoemaker,
2005). This paper provides a concise summary of these views to make a significant point: the only method available
to organizations to arrive at an HRO state that encompasses, to various degrees, all these requirements is a
continuous asynchronous planning process. There is no simple way around making this effort for the reality of
becoming an HRO unless one is committing a full time dedicated military type system/organization as the
foundation of the HRO. What we have proposed in this paper for a planning process is a communication structure
that would allow an HRO to be created among dispersed professionals in different physical organizations. Below is
a summary list of the characteristics that are suggested from the literature as necessary for an HRO at the individual,
group/team, organizational, and system levels of consideration. This is not just from the HRO literature but from
some literature on reliability in general. However, it is probably not exhaustive. Many papers in this field tend to
view the problem from only one or a few of these levels. The system level is in the sense of General Systems
Theory (Ashby 1956). In terms of HRO the system is the combination of the humans, the information System, the
communication systems, and any physical system that is part of the total HRO at any given time in the emergency
phases that take place.
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Individuals must:

e Learn to improvise

e Respect talent and expertise

e Be willing to undertake personal risks

o  Exhibit cognitive flexibility under adverse circumstances

e Recognize that errors of commission and omission can be a natural human process.

e Extend trust to promote cooperation and mutual support, and open communications

e Be able to decide between trained responses and recognition of a need for improvisation

e Provide operators/roles both the responsibilities and related authorities to act when problems occur

e Blaming individuals for human errors that are encouraged by the system interface design may keep error
prone systems operative.
Groups/Teams must:

e Develop team spirit

e Defer to expertise

e  Practice new approaches

e  Expect and track surprises

e Expose and learn from mistakes

e  Experiment and improvise as a group

e Have a sense of at least semi-permanency

e Leaders who can delegate authority to talent

e Recognize that networks conquer hierarchies in emergencies

e Be enterprise wide, multidisciplinary, and/or multi agency teams

e Have leaders determined by the nature of the emergency or problem

e Beallowed to form in a dynamic manner for the context of the current problem.

e Have shared commitment to common objectives and clear understandings of roles

e  Practice open communications to reduce uncertainty and provide situation awareness
Organizations must:

e Seck ideas externally

e  Commit to resiliency

e Envision alternative futures

e Place multiple bets, experiment

e Eliminate internal incompetence

e Evaluate accuracy of past forecasts

e Test and challenge basic assumptions

e  Adopt uncertainty reducing strategies

e Use at least a five year planning horizon

e Maintain legitimacy with their constituents

e Be reluctance to simplify or utilize reductionism

e  Undergo meaningful emergency preparedness audits

e Use knowledge management to assure organizational learning

e  Maintain peripheral vision to detect the unexpected (Unk Unks)

e  Understand the true cause of errors and seek to eliminate or mitigate their effect

e Have decentralization flow from a centralized culture of common goals and objectives.

e Incorporate plans with the widest possible range of alternative situations and complexity

e Extend the coverage of plans to be more effective; do not narrow them to be more efficient.

e Recognize that risk management is a subset of the planning process, not the other way around.

e Have roles that are well defined and/or specialized, with information systems to support these roles

Systems that have high reliability must:
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Use redundancy to reduce complexity

Decouple systems when they exhibit problems.

Maintain slack resources to reduce system complexity

Use slack resources to allow error correction to take place

Recognize that tightly coupled complex systems are more prone to failure

Mix the reliability of a bureaucracy with the flexibility of an adhocracy by utilizing "sense making" and
"change management"

e Provide requisite variety though human operators and oversight

Although listed last, "requisite variety" is a key to many of the characteristics of HRO's listed above. Requisite
variety means that the variability of the external inputs to a system can produce a similar degree of variability in the
outputs. As a result one can only regulate the behavior of a system if the controls (regulator) for the system have the
same degree of variability.

In a crisis the external factors such as a hurricane can have tremendous variability and the system necessary to
respond to it and regulate or mitigate the outcome becomes extremely complex very quickly. It is further
complicated by the need for timely regulation as delays generate both additional fatalities and other losses. Unless
the core emergency management organization and teams are an existing entity with sufficient requisite variety it will
not be able to cope. Katrina was a very clear demonstration of what happens when a total general system fails to
accomplish its objectives because of a lack of requisite variety. We have to create a single HRO out of all the
human organizations involved in responding to a major disaster to be able to satisfy the law of requisite variety.

Part of the confusion about what constitutes an HRO in the literature is that some authors look at a system as two
separate components: e.g., the physical system such as a nuclear power plant as separate from the individuals that
make up the organization, or the individuals that operate the facility. In fact, the physical system and the individuals
and groups that maintain and operate the physical system are part of what has to be viewed as one total system. The
concept of an HRO was evolved from the existence of a complex physical system that was a permanent entity.

Some times too much emphasis is placed on the physical system without considering its relationship to the various
levels of the human system: individuals, teams, and organizations.

When we consider the area of civil emergency preparedness the physical system often does not come into being
until the emergency is expected or detected. However, the organization that is going to operate and support it has
also to come into existence in terms of the coordination and cooperation of many different entities that normally are
engaged in other activities. This can be any type of crisis involving federal, state, and local governments, as well as
volunteer type organizations. In the case of a company the situation is just as complex because every type of
corporate unit necessary to the survival of the company has to be involved to provide for business continuity.

The first step in creating a human oriented HRO is working toward plans and a planning process that involves the
people at all levels in all the organizations and units that will be needed in the real event. The virtual planning
approach of a competitive set of teams can be set up to handle the continuous involvement of hundreds of people in
an asynchronous process that would probably involve only half a day a week of effort, spread over one week.

The collaboration that begins to occur during emergency planning as a continuous game has the potential to
“strengthen” and “tighten” the coupling between individuals and entities so engaged. This coupling can become
stronger during continuous scenario planning suggesting an emerging structure of “high reliability” between
collaborators. When the organization(s) shift emphasis from planning to response, those tight couplings or
communicative connections developed during continuous planning are not lost but incorporated into the response
activities of organizations reacting to the actual emergency. An HRO would begin to emerge due in large part to the
collaborations between individuals and other organizational entities that began during emergency planning
constructed as a continuous game.

FUTURE WORK

In order to have a continuous process for planning, the research group at NJIT is developing a database that will
allow fundamental units of a plan, whether offense or defense, to be collaboratively authored by a team. The plans
will be structured by the fundamental components of things like roles, resources, outcome alternatives, measurement
variables, etc. to be independently defined so the same components maybe reused in alternative plans for different
types of emergencies or response approaches.
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Any units of interest maybe created with a very minimum of necessary information and the missing information may
be entered by any other member of the collaborative team. Over time many teams contributing to the same data
base can find it easier to tailor new variations from the existing units in the database. It will also be relatively easy
to use such a database to create automated versions of a given scenario so that the teams can, in fact, try mixed
combinations of human plans and automated plans.

Given the component nature of the data base it will be ideal for supporting (together with a flexible computer
conferencing system) a continuous planning environment. It will also be easier to experiment with students and
novices because developing a specific plan will be a much easier undertaking even for novices, given the library of
objects that can be put together to develop a full plan. For use with professionals, newcomers to the emergency
planning gaming network would start out as novices, learning current plans and attempting to act on them against
programmed threats. Experts would generate new threats against stored defense plans and those who have
graduated to planning responsibility would attempt to improve their plans continuously, based upon the results of the
games.

Multiplayer game environments on the WEB easily support thousands of people, and so could emergency planning
when developed as a gaming process. Two floods in the same location will produce different specific problems so
that much of what we deal with in a major disaster is unexpected with respect to the details of what resources are
needed where and when. We need a new type of virtual organization that goes beyond the limited concept of virtual
teams. We need to create a very new type of organization that might be characterized as a "Virtual HRO" which
can, when a crisis occurs, operate without the restrictions of the normal organizations from which the units have
been contributed.

The white man drew a small circle in the sand and told the red man, "This is what the Indian
knows," and drawing a big circle around the small one, "This is what the white man knows." The
Indian took the stick and swept an immense ring around both circles: "This is where the white man
and the red man know nothing." -- Carl Sandburg, The People, Yes
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